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Security andSecurity and
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WHAT you need to do
WHEN you need to do it

HOW you can do it
WHO can help

and WHY does it need to be done?





The Old ListThe Old List
• Tech Disasters
• Snow Storms
• Civil Disturbances
• Tornadoes
• Floods
• Drought
• Fires



The New ListThe New List



Potential Threats to Water SystemsPotential Threats to Water Systems

Biological and Chemical Contaminants
• released in source water, storage, treatment, or
distribution systems

Physical Destruction
• includes chemical storage

Cyber Attack



Water System SecurityWater System Security

• physical security
• electronic security
• policies and procedures
• security awareness and mindset



The TradeoffThe Tradeoff

Security
vs.

Convenience



Public Health Security andPublic Health Security and Bioterrorism Bioterrorism Preparedness Preparedness
and Response Act of 2002and Response Act of 2002

Requirements

This Act requires every CWS that serves a population > 3,300 persons to:

1. Conduct a vulnerability assessment
2. Certify and submit a copy of the assessment to

the EPA Administrator
3. Prepare or revise an emergency response plan

that incorporates the results of the vulnerability
assessment; and

4. Certify to the EPA Administrator, within 6 months
of completing the vulnerability assessment, that
the system has completed or updated their
emergency response plan.



Due DatesDue Dates

December 31, 2004June 30, 20043,301 - 49,999

June 30, 2004December 31, 200350,000 - 99,999

September 30, 2003March 31, 2003100,000 or greater

Certify Emergency
Response Plan within
6 months of VA but
no later than:

Certify and submit
Vulnerability
Assessment (VA) by:

Systems serving
population of:





“The vulnerability assessment shall include, but not be limited
to a review of:

1. pipes and constructed conveyances,
2. physical barriers,
3. water collection, pretreatment, treatment, storage and

distribution facilities,
4. electronic, computer or other automated systems which are

utilized by the public water system,
5. the use, storage, or handling of various chemicals, and
6. the operation and maintenance of such system.”

BioterrorismBioterrorism Act Act



1. Characterization of the water system, including its mission and
objectives;

2. Identification and prioritization of adverse consequences to
avoid;

3. Determination of critical assets that might be subject to
malevolent acts that could result in undesired consequences;

4. Assessment of the likelihood (qualitative probability) of such
malevolent acts from adversaries (e.g.,terrorists,vandals);

5. Evaluation of existing countermeasures; and
6. Analysis of current risk and development of a prioritized plan for

risk reduction.

Six Basic Elements of aSix Basic Elements of a
Vulnerability AssessmentVulnerability Assessment



ResourcesResources

USEPA
MDNR
NESC
NDWC
NETC
ASDWA
NRWA, MRWA
AWWA



ResourcesResources

USEPA: United States Environmental Protection Agency
MDNR: Missouri Department of Natural Resources
NESC: National Environmental Services Center
NDWC: National Drinking Water Clearinghouse
NETC: National Environmental Training Center
ASDWA: Assn. Of State Drinking Water Administrators
NRWA, MRWA: National/Missouri Rural Water Assn.
AWWA: American Water Works Association
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www.www.vsatusersvsatusers.net.net



VSATVSAT
Vulnerability Self-Assessment ToolsVulnerability Self-Assessment Tools

Software (developed by AMSA with USEPA money)
to evaluate, prioritize and remediate vulnerabilities
based upon five critical utility assets:
  • physical plant
  • information technology
  • knowledge base
  • employees
  • customers



The Big Two ResourcesThe Big Two Resources

1.  Security Vulnerability Self-Assessment
Guide for Small Drinking Water Systems
(NRWA, ASDWA)

2.  PWS Model Emergency Operating Plan
(MDNR-PDWP)
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Words



Emergency Operating PlanEmergency Operating Plan
AWWA’s Nine Step Program

1. Gather command group at a designated location
2. Conduct preliminary assessment to determine nature, extent,

and severity of the disturbance
3. Assemble specialized groups
4. Alert other officials
5. Media communication
6. Human health consideration
7. Determine alternative sources for emergency water supply
8. Establish relationships with nearby water utilities and

supporting utilities
9. Plan and implement countermeasures and recovery

measures



























Six months laterSix months later……


