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WHAT you need to do
WHEN you-ne need 1:0£k>X
HOW you can do it
WHO can help
and WHY de_ee_ it need to be done?







Tech Disasters
Snow Storms
Civil Disturbances
Tornadoes

Floods
Drought
Fires







Potential Threats to Wate

Biological and Chemical Contaminants

- released in source water; storage, treatment, or
distribution systems

Physical Destruction

>
- includes chemical storage
Cyber Attack




- physical security

- electronic security

- policies and procedures S
e
- security awareness and mmdset




The Tradeoftt
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Security

Convenience




Requirements

This Act requires every CWS that serves a population > 3,300 persons to:

-

j —
. Conduct a vulnerability assessment

2. Certify and submit a copy of the assessment to
the EPA Administrator

. Prepare or revisé an emergency-response plan
that incorporates the results of the vulnerability
assessment; and

. Certify to the EPA Administrator, within 6 months
of completing the vulnerability assessment, that
the system has completed or updated their
emergency response plan.




Systems serving

population of:

100,000 or greater

50,000 - 99,999

3,301 - 49,999

gue Da

Certify and submit
Vulnerability

December 31, 2003

June 30, 2004

Certify Emergency
Response Plan within
6 months of VA but
no later than:

June 30, 2004

December 31, 2004




Instructions to Assist Community Water Systems
in Complying with the
Public Health Security and Bioterrorism
Preparedness and Response Act of 2002

Office of Water
EPA S10-B-02-001
January 2003

www. epa.gov/safewater/security
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Bioterrorism Act

“The vulnerability assessment shall include, but not be limited
to a review of:

1. pipes and constructed conveyances,
2. physical barriers,

3. water collection, pretreatment, treatment, storage and
distribution facilities,

4. electronic, computer or other automated systems which are
utilized by the public water system,

5. the use, storage, or handling of various chemicals, and
6. the operation and maintenance of such system.”
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.« Vulnerability Assessment
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1. Characterization of the water system, including its mission and
objectives;

2. ldentification and prioritization of adverse consequences to
avoid;

3. Determination of critical assets that might be subject to
malevolent acts that could result in undesired consequences;

4. Assessment of the likelihood (qualitative probability) of such
malevolent acts from adversaries (e.g.,terrorists,vandals);

5. Evaluation of existing countermeasures; and

6. Analysis of current risk and development of a prioritized plan for
risk reduction.



USEPA
MDNR
NESC

NDWC

NETC
ASDWA
NRWA, MRWA
AWWA




USEPA: United States Environmental Protection Agency
MDNR: Missouri Department of-Natural Resources
NESC: National Environmental Services Center

NDWC: National Drinking Water_,CIearinghouse

ASDWA Assn. Of State Drlnklng Water Admlnlstrators
NRWA, MRWA: National/Missouri Rural Water Assn.
AWWA: American Water-Works Association
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. The NDWC has assembled infarmation about f?' Mews
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= Choose & topic below to jume to the section, Conservation
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> What you should Know [Ressen

= MOWC Co-sponsars Security Training Hew Site Map

B aviiis Publishes Drinking Water Security Report HEW

= Arnerican Metropolitan Water Agency's Security Resources Water Talk

z Water System Security and Emergency Response Planning Discussion

= C-%4M Course for Community Safety Group

Guide for Security Decision Making

Water Information Sharing and Analysis Center

Mational Governors Association Homeland Security
Security Vulnerahility Self-Assessment Guide for Small Systems
Course on Planning/Response to Terrorism

Interactive Emergency Planning Guide for Hlinois Systems
Guide for Emergency Planning EPA Fact Sheet

EPé Water Protection Task Force Site

Handbook for Water Supply Emergencies

Awiats Sacurity and Preparedness Besources

Top Ten List for Small Ground Water Suppliers

On-site Emergency Besponse Planning Guide

Business and Legal Reports Offers Emergency Planning

Suggestions
CDC Bioterrorisin Preparedness and Besponse
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Water Infrastructure Security

Recent Additions | Cortact Us | Print Wersion  Search: m
EP& Home = Ground Water & Drinking Water = Infrastructure Security

Overview

Under bath the Safe Drinking WWater Act (SDWA) and the Clean Water Act (CWWA), EPA warks
closely with partner organizations - other government agencies, and water utilities and
associations (both drinking water and waste water) to ensure clean and safe water. Industry and
government are also working cooperatively to improve drinking water and waste water security.
Building on and supporting long-established relationships with our partners, EPA helps the water
sector to: (1) understand and utilize the best scientific information and technologies for water
security; (2] support assessment of utilities' vulnerahilities to possible attack; (3) take action to
improve security; and (4) respond effectively and efficiently in the event that an incident occurs.
This commitment is outlined in EPA's Strategic Plan for Homeland Security.

A number of actions are underway, as described on these pages to:
« Support development of toals, training and technical assistance for small and medium
drinking water, and wastewater utilities; and
« FPramoate information sharing, and research on water security.

Public Health Security and Bioterrorism Preparedness and Response Act of 2002

U.S. Environmental Protection Agency

What's New...

No-Cost Security Training for
Community Drinking Water
Systems that Service
Populations of 50,000 to
100,000

"Train-the-Trainer” for State
and L ocal Agencies

Emergency Response
Planning Workshops

Drinking weater wtilities today find thermselves facing new responsibilities. While their mission has always been to deliver a dependable
and safe supply of water to their custormers, the challenges inherent in achieving that mission have expanded to include security and
counter-terrorism. In the Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Congress recognizes the
need for drinking water systerms to undertake a more comprehensive view of water safety and security. The Act amends the Safe

Drinking WWater Act and specifies actions community water systems and the LS. Ervironmental Protection Agency (EPA) must take

to improve the security of the nation's drinking water infrastructure.

To review copies of these laws:

T Dl lie Honlbby S omy et amel Blictoreorices Deamaradnnes amel Docmomes et fonn Tible 1805

D @ Link: http:/ Fwww epa.goy
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Training

NEW) No-Cost Security Tratning for Cormmunity Drnking Water Systems that Senice Popwlations of 50,000 to 100,000 --
International City/County Management Association (IChA) waw icma, org and the VWater Environment Federation
MWYEF) wenee weef arg [EXITdisclaimer ) wil| he coordinating efforts to provide free vulnerahility assessment and emerg response plan

ol training for the Nation's medium sized community drinking water systems. Go to www lgean. orgfwatersecurity [EXITdisclaimer®] for rrore

& details on web-casts, training locations and registration information regarding this program.

"Train-the Trainer" Workshops now heing offered free of charge to train state, tribal, or local agencies that assist drinking water
systems. The ultimate goal of this program is to provide a resource pool of trained professionals and trainers whao can deliver training
and technical assistance to drinking water systems serving populations of less than 50 000 people.

"Train-the-Trainer” Organizations

Maryland Center for Environmental Training (RMCET) [EXITdisclaimer »

August 19 & 20 - La Plata, MD
ceptember 16 & 17 - Charlottesville, WA
September 22 & 23 - Roanoke, WA
Cctoher 6 & 7 - Harrisburg, PA

Cctoher 9 & 10 - Mew Kensington, PA,
October 20 & 21 - Martinshurg, W
October 23 & 24 - South Charleston, W
Movernber 3 & 4 - Geargetown, DE
Movernber 5 & B - Philadelphia, PA
Movernber 12 & 13 - Baltimore, MD

YWater Environmental Federation MWWYEF] [EXIT disclaimer 3

June 26-27 - Boston, WA

July 17-18 - Dallas, TX

September 3-10 - Chicago, IL

ceptember 23-24 - Jacksonwille, FL

Cctoher 11-12 - Los Angeles, CA (In conjunction with WEFTEC 103)

Bural Cormmmunity Assistance Program (BECAP

June 19-20 - New Prague, bk
August 4-7 - Charlotte, NC

e | Emm

EID
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4l Vulnerability Assessment Tools

Instructions to Assist Community Water Syatems in Compliaing with The Public Health Secuniy and Bioterronzam Preparedness and
Response Act, Title I'Y (PDF, 236KE) - Describes how to comply with respect to the certification and submission of vulnerahility
assessments to the LS Ervironmental Protection Agency (EPA) and certification to EPA of completion of Emergency Response
Plansz.

SILIOAD ]
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Wulnerabilty Assessment Fact Sheet (POF, 122KE) - Describes the purpose and six basic elements of vulnerability assessments to
help water systerns evaluate potential threats and identify corrective actions to prepare for and respond to an attack.

AMEA WEA Tl wastewster Upgrade Avallable Soon - The Association of Metropolitan Sewerage Agencies (AMSA]) is pleased to
announce the first upgrade to AMSA's popular VSAT(tmwastewater vulnerahility self assessment tool, which will be released in mid-
December. This upgrade will be available only to registered users of W3IAT™ wastewater, 5o if you have not yvet registered online as a
YWISAT™ wastewater user please do o at the W3IAT™ web site, www vsatusers net [EXIVdisclaimer®] by clicking on the "What's New"
section. Registered V3IAT(tmwastewater users will obtain a username and passwoard which provide online access to all web-hased
upgrades. AMSA's upgrade will provide impartant impravements to W3AT™ wastewater, including important new information an
threats, countermeasures and other modifications to the intial release. To learn more about the YSAT™ effort, visit AMSA's weh site
at http:fhaeee armsa-cleamwater. org and click on the Security icon.

PInag

yooqdoas

AMEA Releases Two New Vulnerability Assessment Software Tools - Early this yvear, the Association of Metropolitan Sewerage
Agencies (AMSA) released two new Yulnerahility Self Assessment Tools (WSAT™, ane for joint waterfwastewater utilities and another
for small-rmedium sized water utilities. YSAT™ waterfwastewater provides the valuable online wulnerahility assessment capabilities to
utilities providing hoth wastewater treatment and water supply services. Its new counterpart, WSAT™ water, will do the same for bath
public and private water utilities. These new software tools, developed by AMSA via a cooperative agreement with the LS.
Environmental Protection Agency, provide a user-friendly approach to evaluate, prioritize and remediate vulnerabilities hased upon five
critical utility assets - physical plant, information technology, knowledge hase, employees and customers. To make an advance order
of these new software tools, visit the YSAT™ user site at wwow vsatusers net, [EXITdisclaimer®] Ty [garm more about the YSAT™
initiative, wisit Ah3A's weh site at http dhweson. arnsa-clearmater org [EXITdisclaimer®] gnd click on the Security icon.

12pjoH 2hng

Frotecting Your Community's Assets: A Guide for Small Wastewster Systems -

This guide helps utility managers, operatars, and local officials improve security and plan for emergency situations affecting
wastewater treatment systems. The guide is designed for those who wark with systems serving less than 10,000 peaple, although it
may also he of use to thase who work in larger systems. The guide was developed by the National Environmental Training Center for
small Communities and is now available for download at v netcowwy, edy, [EXITdisclaime

The Awewa Research Foundation (AwewaRF) has just released the second edition of Risk Assessment Methodology for Water Utilities

(RAM-WY & methodology for conducting vulnerability assessment programs for drinking water utilities. Extensive revisions hawve been

conducted to reflect the current state of the science. Developed for AwawaRF by Sandia Mational Laboratories, with funding from EFA,
the methodaology containg sensitive information and is not available to the general public. The methodalogy is only available to relevant
stakeholders in the water supply community and is subject to strict nondisclosure requirements. Relevant stakeholders include

@ &) Internet zone
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Emergency Response Tools

Ernergency Response Planning Workishops -- EPA will sponsor a series of free one-day workshops throughout the nation. The federal
"Bioterrorism Act” requires community water systems serving mare than 100,000 people to update their Emergency Response Plans
(and send certification of the update to EPA) by Septermber 30, 2003, The Emergency Response Plan (ERF) update must address
issues raized by the “ulnerability Assessments which the large water systems submitted to EPA prior to March 31, 2003, In light of
the fast approaching deadline, EPA has asked the Office of Domestic Preparedness (Department of Hameland Security) to expand
their current national training pragram on drinking water security and counterterrorism to include this series of warkshops. The one-day
warkshops will be offered throughout August and early September in 25-30 cities across the country. Dates and locations far these
warkshops will be provided within the next two weeks. FHefer to this fact sheet for additional details.

SILIOAD ]
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Modie! Emergancy Response Guidelines (POF, 96k) - This document provides uniform response, recovery and remediation guidance far
water utility actions in response to man-made andfor technological emergencies. The guidance was developed as an initiative of the
YWater Protection Task Force with input from water utilities and associations, EPA Regions, EPA Office of Water and other federal
agencies. The intent of this guidance is to provide the minimum actions that EPA recommends be carried out by a water utility for the
events described.

PInag

Technical Assistance

yooqdoas

NEW) Trained Security Assistance Providers for Wastewater Systems

Mo-cast, an-site vulnerability assessment and emergency response plan assistance is available to small and medium wastewater
utilities thraugh the YWastewater Operator Training Program, please contact your appropriate state ervironmental assistance provider
for aid. These ervironmental assistance providers received specific training on the wastewater Vulnerability Self Assessment Tool
M2AT) software developed by the Association of Metropolitan Sewerage Agencies,

12pjoH 2hng

Recognizing Waterbome Disease and the Health Effects of Water Pollution: A Physician On-Line Reference Guids -
With funding from EPA, this website was launched to help healthcare providers recognize and manage waterborme disease and the
health effects of water pollution resulting from either natural or intentional contamination of water. Features of the web site include: 24/7
availahility with free access; clinically relevant information detailing the diagnosis and management of waterborne disease, and; a
repository of physician anti-terrorism preparedness resources.

EFA is working with the States, tribes, and utility organizations to determine the best ways to meet small and medium system
needs. EFPA will use a significant portion of the FY'02 funds to provide training, development and distribution of tools, and technical

assistance. The plan for assistance is outlined in the document, Water Secunty Strateqy for Systems Sendng Fopulations Less than
TO0 00075 M=0 or L ess. (PDF, 26KE)

Financial Assistance

Acsistance in I arme Drnkine Wiatar Sieetames - In OO0 FPA nrovided $51 million in arant acsictance to 449 larne (freoylarly serinm
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<l Information Sharing

The Water Information Sharing and Analysis Center WWater [SAC) The WaterlSAZ is an information service developed
to provide America's drinking water and wastewater systermns with a secure Web-based ervironment for early warning of potential
threats and a source of knowledge ahout water system security. The WaterlSAC was established by the Association of Metropalitan
Water Agencies, with support from EPA, and guidance fram other national water organizations. Relying on information gathered fram
federal intelligence, law enforcement, public health and enviranment agencies and utility security incident reports, WaterlSAC analysts
produce and disseminate physical and cyber security information ta the water sector. The WaterlSAC's information and toaols provide
an important link between the water sector and federal ervironmental, hameland security, law enfarcement, intelligence and public
health agencies. In addition, the WaterlSAC pravides many resources ta help utilities complete and cantinually improve their
wulnerahility assessments and emergency response plans, required hy law for many systems.

SILIOAD ]
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Research and Technology

ERA warks with other Federal agencies (e.g., the Centers for Disease Control, FBI, DoD) and water sectar organizations to improve
information on technaologies for water security. This work huilds the state of knowledge on:

yooqdoas

« Technologies to detect contaminants,

« Physical facility security,

12pjoH 2hng

« Monitoring protocols and technigues, and

« Treatment effectiveness.

The EPA, Office of Research and Development's National Homeland Security Research Center (NHSRC) and EPA's Office of YWater's
Water Protection Task Force are developing the YWater Security Research and Technical Support Action Plan (Research Action Plan).
The Research Action Plan will define a program of research and technical suppart for protecting the nation's water supplies and
systems fram terrorist attacks. The Research Action Plan will undergo peer raview by the National Research Council later in 2003,
Infarmation on the MHSRC can he found at the following website: http A epa. goviardnhsre

Water Securty Techhology - The Water Protection Task Force is working with EPA's Office of Hesearch and Develapment to suppoart
the verification of water security technologies under the Environmental Technology Werification Program (ET. Werification of
monitoring technologies will be conducted under the Advanced Manitaring System Center. Also see the vendor solicitation under
"Wendor Announcernents” - scroll down to "Homeland Security Monitoring Technologies.” Three technology areas will he considered
for evaluation: water monitaring systems, POUPOE treatment devices, and wateriwastewater decontamination technologies. The ETY
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Emergency Operating Plan

Gather command group at a designated location

Conduct preliminary assessment to determine nature, extent,
and severity of the disturbance

Assemble specialized groups

Alert other officials

Media communication

Human health consideration

Determine alternative sources for emergency water supply

Establish relationships with nearby water utilities and
supporting utilities

Plan.and implement countermeasures and recovery
measures
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Security Vulnerability Assessment Engine

Dear Small Water System:

On June 12, 2002, the President signed a new federal law that requires all water systems (serving more
than 3,300 people) to conduct a vulnerahility assessment and submit it the EPA by June 30, 2004. The new
law also requires these systems to prepare or revise an emergency response plan that incorporates their
vulnerahility assessment and certify to the EPA that the system has completed such a plan.

To make implementation of this new mandate as simple and economical as possible, we have developed
this engine that, after completion of 45 questions, will provide you with a hard copy of:

(1) a Yulnerahility Assessment

{2) a revision to your Emergency Response Plan (if you currently have one)
(3) a certification of completion form to send to your State Primacy Agency
{4) a cover letter to the EPA for submitting the material.

This NEWAASDWA assessment has been determined by EPA to address all six of the EPA identified
elements common to a comprehensive Yulnerabhility Assessment. If you have not prepared an emergency
response plan, you are required to prepare one within six months of the completion of the Yulnerability
Assessment. (Check for HBWA's Model for developing an Emergency Response Plan). The database
automatically tracks the completion status of the over 4,500 small public water systems across the nation to
prove that small systems will proactively take all necessary actions to protect their community'’s water.

Security is everyone's responsibility. We hope this document helps you increase the awareness of all
employees, governing officials, and customers about security issues.

Enter Vulnerability Assessment Engine Here
Go to SECURE site

E2002 Wolta Enterprises. All rights resenved.
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Security Vulnerability Self-Assessment for Small Water Systems

General Questions for the Entire Water System

Fhe frsd 13 questions &r s viinersbifly seffassessment are general quesiions designed fo soply o & componenis of your sysiem (weilifead or suriace
waler infake, reafmend planl sforage tanks), pumps, oisinbviion spatem, and offficag). These ane followed Dy more specific questions hat ook 3¢

irnaiwiala) speian companents i grealar delad

ACTION NEEDED/TAKEMN

1. Do wou have awrithen
Brmergency respanse plan
[ERF)?

YL . Mos=

__ I
It is eszantial that you have an ERP. If you do nat have an ERF, you
can obtain & sample from your state drinking water primacy agency
Asg a first stap in dewveloping your ERP, vou should develop your
Emergency Contact List (see Attachmeant 2}

A plan is vital in case there is an incident that requires immediate
response. our plan should be reviewed at least annually (or mora
frequently if necessary) to ensura it is up-to-date and addresces
sacurity emergencies.

o should designate semeone to be contacted in case of
emergency regardliess of the day of the week or time of day. This
contact information should be kept up-io-date and made avalable o
all watar systern persennel and lecal afficials (if applicabla)

Share this ERF with palice, ermergency personnel, and yaur state
primacy agency. Posting contect information is a good idea only i
gutharized persannel are the only onas seeing the infermation.
These aigns could pose a sacurity sk if posted for public viewing
since it gives people infermation thet could be used againat the
system

2. |a sccess to the critical
companants of the waker
eyetein (i.e., & part of the
physical infrastructure of the
eyetam thet is essential for
watar flaw andfor water
quality} restricted ta
authonzed persannel anhy?

Yeg = Mo =

¥ou should restrict or limit sccess to the critical companants of your
water ayatem to autherized personnel anly. This is the first step in
sacurity enhancament for your water system. Conaider the following:

+ |gEue water eystam photo identification cards for employees, and
reguire tham to be dsplayed withun the resmncted area at sl bmes.

+ Poat signa restricting entry to authorzed persennel and ensure
that sseigned staff escort people withouwt proper 1D




QUESTIOMN ANSWER COMMENT ACTION NEEDED/TAKEN

3 Are facilities fencad, including | Wes+ Mo Ideally, all facikhas should have a secunty fence around the
wellhouses and purng pits, pefimater
and are gates locked where
appropriate? The fence perimeter should be walked periodically to check for

breaches and maintenance needs. All gates should be locked with
chaing and a tamperproof padiock that at a minirmum protects the
shank. Other bamiers such as concrete “jersey” barriars should be
considered to guard cartain critical comgonents from accidental or
intentional vehicle intrusion.

4. Are your doorg, windows, Yess Mo Lock all building deors and windows, hetches and vents, gates, and
and ather paints of antry ather points of entry to prevent eccees by unauthorized personmel.
such &3 tank and roof Check locks regulary. Dead balt lecks and lock guards provide a
hatches and vents kept high level of security for the cost.
closed and locked?

A daily check of critical system components enhances security and
ensuras that an unautharzed antry has not taken place

Doors and hinges to critical facilities should be constructed of heawvy-
duty reinforced material. Hinges on all outside doors should be
located on the inside

To limit acceas te water aystems, all windows sheuld be lecked and
reinfarced with wire mesh or iron bars, nd bolted an the inside
Systems should ensure that this type of secunty meets with tha
reguiremants of any fire codes. Alarme can also be installed on
windows, doors, and ather points of entry.

& g there extermal lighting Vi Mo = Adequate ightng of the extenor of water gystems’ cribcal
around the critical comgonents is & good deterrent to unauthonzed access and may
components of your water result in the detection or deterrence of trespassers. Motion

detectors that activete switches that tum lights an or trigger alarms
system? also enhance securnity

B Are warning signs ‘fes= Mo= Warning signs are an effective means to deter unauthaonzed access
(tarnpering, unauthorized
gecess, afc | posted on all “Warnimg - Tampering with this facility is a federal effensa” should be
critical components of your posted an all wetar faciliies. These are evalable from your state
water system? (For example, rursl weter B530CIEton.
well houses and storage . :
tanks.} “Authorized Personnel Only,” “Unsuthorized Access Prohibited,” and

"Emplayaas Only® are examples of other signe that mey be useful.

S Do you patrel and napact Yase Mo Frequent and random patralling of the water system by ulility staf

WOur saurce intake,
buildings, storage tanks,
gquipment, and other critical
components

may discourage potental tampering. It mey also help identify
problerms that may have arisen since the previous patrol

Consider asking yaur local law enforcerment agencies to conduct
patrols of wour water systemn. Advise them of your critical
components and explan why they are important




QUESTIOM ANSWER COMMENT ACTION NEEDED/TAKEN
8 Igthe sres around the critcal | Yes+-  Mos When assessing the area around your water aystem's critical
components of youwr watar components, look for objects that could be used to gain eniry (8.9
system free of objects that large racks, cement blocks, pieces of wood, ledders, valve keys, and
meay e used for breaking other taals].
and antering ¥
9. Are the eniry points to wour fess Mo fiow should cear fence lines of sll vegetation. Owerhanging or
water gﬁtem .EE-E,"I:‘I seen? ne Ertl:ﬂ' raes e &lsa proveds EAcY acoeds. Aol |E|'Id5ﬂﬂp|ﬂg thiat
will permit trespassers to hide or conduct unnoticed suspicious
activities
Trim trees and shrulbs to enhance the visibility of your water
syatem’s critical components
If poesibla, park vehicles and equipment in places where they do nof
block the view of your water eystem's critical companents.
10, Do you have an alarm ‘fes= Mo= Consider installing an alarm system that notifizs the proper
systam that will detect sutharities or your water aystem's designated contact for
unauthorized entry or emergencies when there has been a breach of security. Inexpansive
gystermns are evalable. Am alarm system should be considered
atterngied entry at critical
w y whenever possible for tanks, pump houses, and trestment faciites.
companents?
ou should also have an audible alarm at the site &= a deterrent and
to netify neighbors of a potential threat.
11. Do you hawve a key contral ‘fas= Mo= Heep a record of locks and associsted keys, and to whom the keys
and accountability policy 7 have been assigned. This record will fecilitate lock replacement and
key managemant (e g., after emgplayes tumawer or loss of keye).
‘fehicle and building keys should be keptin a lockbox when not in
S
iow should have all keys stamped (engraved) D0 NOT
DUFLICATE ®
12. Are entry codes and keys ‘ez Moo= Suppliers and personnel from co-located arganizations (e.g.,
limited to water system organizations using your facility for telecommunicetiens) should be
persannel only? denied access to codes andfor keye. Codes should be changed
frequently if pessible. Entry into any building should elways be
under the direct control of water system personnel
13. Do you have ameighborhoed | Yes+  Mo= Watchful naighlbers can be very helpful 1o & security program. Make

wakch program for your
water system?

aura they know whom te call in the event of an emergency or
sUEpicious ackivity.




Water Sources

S aurcliticer fo e abave genera’ eheckisl for yowr entiire walsr sypslerm fguesiions =130 pow showls’ give speciad affeniion fo the folowing issuss,
presanted n senanals fales, redafed fo vanious walsr gpsiewr comporerits. Your wafer sowrces (surface walsr infakes or welsl showd be secureal
Sorface walsr supofes presern e greafes! chalfenge. Treally ey encompass lange land aress. Mlers arsas canmol be secursd sfaps show'd be
fakan fo dnifale or onsase faw enforearment palnals.  Pay particolar aitenlion o sudace walsr smfakes Ask e puliic fo be wigdam! and’ repart susiieiouns
Sy

QUESTION ANSWER COMMENT ACTION NEEDED/TAKEN

14, Are your wellheads sealed | Yes+  Mo-= A properly sealed wellhead decreases the cpgorunity far the
properhy? introduction of contarninants. If you are not sure whether your

wellhead iz properly sesled, contact your well driling/maintenamnce
comgany, your state drinking water primacy sgency, your state rural
water agaaciation, or other tachnical assistance providers.

15, Are well vents and caps Was+ Mo Fraperly installed vents and caps can help prevent the introduction
screened and securely of a contaminant into the water supply.
attached?

Ensure that vents and caps serve their purpesse, and cannot be
easily breached or removed.

15 Are obeervahonitest and Was+ Mo All obeervationiiest and abandened wells shauld be properly capped
abandoned wells properly o securad to prevent the introduction of contaminants inta the
secured to prevent snuifar or water supply. Abandaned wells should be either removed
tarngering? of filled with concrete

17, layour surface water fese= Moo= Surface water supplies present the greatest challenge to secura
source secured with fences Often, thay encompass large land areas. Where aress cannat be
ar gates? Do water systam secured, steps should be taken to initiate or increase patrels by
parsonnal visit the source? water utility personnel and kaw enforcemant agents

Treatment Plant and Suppliers

S small spelams provids sasy Scoess o el waler spstem for supolers of equipman!, chermoals, and aifrer matarals for e cormarmianos of bolh

partes Tl pracios siow'd be discaoriinued,

QUESTION ANSWER COMMENT ACTION NEEDED/TAKEN
18.  Are deliveries of chemicals [ Yes- MNo- Establish a palicy that an suthenzed persoan, designated by the

and other supplies made in water system, must accomgany sl delivenies. Vendy the credentials

the presance of water of gl drivers. This prevants unauthorized personnel from heving

aystem parsanmnel? socess to the water system
19, Hawve you discussed with Yegs Mos Wenty that your suppliers take precsutions io ensure that their

your suppliens) procedures
to ensure the security of
their producis?

preducte are not contarminated. Chain of custody procedures for
delivery of chemicals should ba reviewed. You should insgect
chemicals and other supplies atthe time of delivery o verify they are
sealed and in unopenad containers. Match all delivered goads with
purchase orders to ensure that they were, in fact, ordered by your
watar eyatemn.

o should keep alog or journal of deliveries. It should inchude the
drivar's name (taken from the driver's phote |.0V), date, time,
material deliverad, and the supplier's nama




tank fram the rest of the
eystem?

aperabon or dran ks storage tankis) if there ks a contamination
problem or struciural damage

Install shut-off er bypEss walves o allow you to 1golate the storage
tank in the case of a contamination problem or structural damage

Consider installing a sarmphng tap on the storage tank cutlet o test
water in tha tank for possi e contamination.

QUESTION ANSWER COMMENT ACTION NEEDED/TAKEM
200 Are chemicals, parhcularhy Yess Mos Al chemicals should be stored in an area designated for their
those that are patentialhy storage anly, and the area should be securs and access to the area
harardous ar lammable, resticted. Accesa to chernical storage should be evalable anly to
properly stared in & secure suthorized employeses
area’
o should have tools and equipment on site {such 23 a fire
extimguicher, drysweaap, eic | to take immediate actions when
responding o an emengency
21, Do yaou moandtor raw snd fag . Moo= Monitoning of raw and treated water can establich & baseling that
treated water o that you may allow you to know if there has bean & contamination incident
can detect changes in
water quality? Somea parameters for raw water include pH, turbidity, total and fecal
coliform, total organic carbon, specific conductivity, ultraviolet
sdsarption, cobor, and odor.
Routine parameters for finished water and distribution systems
include free and tatal chlorine residual, heterotrophic plate count
{HPC), total and fecal caliform, pH, specific comductivity, colar,
tasie, odor, and systeam pressure.
Chlarine demand patterns can halp you identify potential problems
with your water. A sudden change in demand may be a good
indicator of contamination in your system
For those systems that use chlonne, absence of a chlorine residusl
may indicata poesible contamination. Chlonne residuals provide
protection egainst bactenal and viral contamination that may enter
the water aupply
=2 Are tank Iadders, BCCess Yags Mo The use of tamger-proof padlocks at entry points {hatches, vents,
hatches, and entry points and ladder enclosures) will reduce the potential for of unauthorized
securad? Entry.
If wou have towers, conaider putting physical barriers on the legs to
prevent unauthonzed climiing.
=3, Are venic and overiow Yag s Mo Air vents and overflow pipes are direct conduits te the hinishad
pipas properly protected water in storage faciliies. Secure all vents and overflow pipes with
with screens andior heavy-duty acreens andior grates
grates?
=4, Can vou isolate the storage | Yess+ HNos A water syatem should be able to take its storage tankis) out of




Distribution

Hylraets ane fughly walde ang’ cormveriarn! eniiy poinis o e dislimbebion system. Mairlzaining and momiforing posiive Dressure in pour Epefoert 15
inpariand fo provide fire prodsction and prevers! infroductionr of conilzmiraris.

QUESTION ANSWER COMMENT ACTION NEEDED/TAKEN
25 Do you control the use of Yess  Moe Your water eystem should heve a palicy that regulates the
hydrants and valves? gutherzed use of hydrants for purposes other than fire protection.

Reguire authonization and backfiow devices if & hydrant is usad for
any purpase ather than fire fighting

Conaider designating apecific hydrants for use as filling station{s)
with proper backflow prevention {e.g., o mest the needs of
construckion firrms). Then, notify local lew enforcement officials and
the public that thase are the only sites dasignated for this use

Flush hydrants should be kept locked to prevent contaminants from
being introduced into the distribution system, and to prevent

imgroper usa
26, Does your system monitor Yes=  Mo- Fostive pressura s essental for fire fghting and for praveniting
for, and maintain, positive becksiphonage that may contaminate finished water in the
preseura’? digtribufion system. Refer to your state primsacy agency far minkmum
drinking water presswre raguire ments

27, Has your system Yes= Mo- T EOOToN o Maaning FOSItve Dresaure, DACKICY preventon
implemented a backiow prograrms provide an added margin of safety I:?' hielping to prevent
prevention program? the intentional intraduction of contaminants. I you need information

on backflow prevention programs, contect your state drinking water
primacy agency.

Personnel

Y sfhould edld securily procedures fo pour persannsl palicias.

QUESTION ANSWER COMMENT ACTION NEEDED/TAKEN

28, Wuhen harng personnel, 0o | Yess Mo+ It is good prectice to heve all jok canddates fll aut an emplayrment

you request that local police application. You should venfy profeseional references. Background
perform & criminal checks conducted during the hiring process mey prevent potential
beckground check, and do emgloyee-related securty issues
you werify emplayrment
eligibility {as required by the If you wee contract persannel, check on the persannel practices of
rammigration and gll providers to ensuwre that their hiring practices are conaistent with
Waturslization Service, good security practices,
Farm 1-8)7




QUESTIOMN ANSWER COMMENT ACTION NEEDED/TAKEM
20 Are your perconnel mened | Yes s  MNoe For positive idenbhication, all personnel should be issued water
phato-identification cards? syatem photo-identification cards end be reguired to display therm at
all tirmes
Photo identification will also facilitate identification of authorized
water system personnel in the event of an emargancy
[30.  WWhen terminabng Yeg= MNos Former or dsgruntled employees heve knowledge about the
amploymant, do you require operation of your water systam, and could heve both the intent and
amployees ta tum in phota physical capability to harm your system. Requiring emplayees wha
I0s, keys, sccess codes, will o longer be working at your water system to turm in their 10s,
and other security-related keys, and sccess codes helps lirmit these types of secunty breaches.
iterns?

31, Do you use uniforms and fese  No= Requinng perscnnel to wear uniforms, and requinng that all vehicles
wehicles with your water prominently disgley the water system name, helps inform the public
gystem name prominenthy when water system staff is working on the systam. Any observed
displayed? activity by personnel withaut uniforms should be regarded &s

suspicious. The public should be encouraged to repart suspicious
activity 1o lew enforcement asuthaorities.

32, Hawe water system fes= ho= ' our peresnnel should be traned and knowledgeable sbout secunty
paraonnel been advised to imsues at your facility, what to look for, and how ta report any
repart sacunity vulnerability SUsRiCious events or activity
concenns and to repart
BUSPICIOWS Bcivity Periodic mestings of authorzed persennel should be held to discuss

security issues,

13, Do your personnel have a Yege  Nos To progerly docurmnent suspiciows of threatening phone calls or

checklist to use for threats
ar suspicious calls or to
rapart cuspicious activity?

reports of suspicious activity, a simgle checklist can be used to
recard and repaort all perinent infarmation. Calls should be reported
imrnediataly to appropriate lew enfarcerment officials. Checkliste
should be available at every telephona. Sample checklists are
imcluded in Attachment 3

Also consider instalhng caler 1D an your telephone system 1o keep a
record of incoming calls

Information storagelcomputersicontrolsimaps
Securily of the system, mclvding compidtenized conlms e 5 Supsrwsong Confrod ang Dala Acgoisiion (SCADA) spefem, goes bepond e plysical
agpects of aparafion. i aleo ncledes recordly and’ crtical inforrmation thal cowld be wesd by someane planrmng o disrged ar comfamirale pour waler

spsElem.
QUESTION ANSWER COMMENT ACTION NEEDED/TAKEMN
34 s computer eccess Yes=  Mos= Al computer access should be password protected. Faseswords

"paseword protected?" Is
wirus pratection installed and
software upgraded re?ulany
anvd are your virus definitions
updated at least daihy? Do
you heve Internet firewsll
software installad on your
cormguter? Oha you heve &
plan to back up your
computers?

should be changed every 90 days and {es needed) following
employes wnover. When possible, each individusl should have a
unigue password that they do not share with others. If you have
Internet sccess, a firewall protection program should be installed on
YOur computer,

Alao consider contactiing a virue protection comgany and sulbacnibing
to & vinus update program e protect your records.

Backing up comguters regulary will halp prevent the loss of datain
the evant that your computer is damaged or breaks. Backup copies
of cormputer data should be made routinely and stored at & secure
off-gite location.

13



QUESTIOM ANSWER COMMENT ACTION NEEDED/TAKEN
15 le there inforrnetion on the Yees Mo Pasting datailed informeation about your water syetam on a Weab eits may
Wieb that can be used o make the systam more wulnerable to sttack Web sites should ba examined
disnupt your system of to determine whether they contin crtical inforrnation that should be
contaminate your water? remayed
‘o should do a Wekb search (using a search engine such as Google,
‘Wahoo!, or Lycos) using key words related to your water supgply to find any
published dats on the Web that is eesily accessible by somaone who may
want ta damage your water supply.

36 Are maps, records, and ofher | Yes«  Mo- Records, maps, and other information should be stored in & secure lacation
infarmation stered in @ secure when notin use. Access should be limited to authanized persannal ondy
location®

“fou should make beck-up copies of all date and sensitive documents.
These should e stored in a secure off-ite locetion on & regular besis
37, Arecopies of records, maps, | Yes= Mo Senaibve decuments (.9, schematics, maps, and plans and
and other sensitive specifications} distributed for construction projects or other uses should be
inforrmetion labalad recorded and recovered after use Y ou should discuss messures to
confidental, and are all safeguard your decuments with bidders for new prajects
copies controlled and
returned to the water system’?
3B Are vehicles locked and Yes= Mo- ehicles are essential to any water systern. They typically contain maps

secured at all tmes?

and other infermation about the operation of the water systern. Water
ayatem personnel should exercise caution to ensure that this information is
SECUNE.

Water syetam vemicles should be locked when they are not in wsa or left
unattended.

Rermove amy criticsl infermation about the system befare parking vahicles
for the night

‘Wehicles also usually contain tools (e.g., valve wrenches) that could be
used o accees critical com ponents of your water eystern. These toals
should be sacured and sccountad for daily.

Public Relations
¥ shools’ sdvcale your cuslomars abowd yowr sysiem. You showld encourage theen fo be afert and fo repord any Suspicions soiivily o By enforcemsal

auihaniies.
QUESTION ANSWER COMMENT AGTION NEEDEDNTAKEN
38, Do vou have a program o Yags Mo Advige your custormers and the public that your eyetam has increased

educate and encourage the
public to be vigilant and report
suspicious activity fo assist in
the sacurity protection of your
water system?

preventive sacurity measures to protect the water supgly from vandsalism.
Aagk for their halp. Frovide custamers with your telephone nurmiber and the
talephona number of the local lew enforcerment authority so that they can
regort suspicisus activities. The telephane number can be made availabls
through direct rmail, billing inserts, notices on community bulletin boards,
fiyere, and conaumer confidenca reports




QUESTION ANSWER COMMENT ACTION NEEDED/TAKEN
40 Does your water system Yess Mo fiow ehould have a procedure for parsonnel to follow when you
have a procedure o deal receive an inguiry about the water syetem or its operation from the
with public inforrmeation press, custamers, or the general public
requests, and to restrict
distribution of sensitive owr parsonnel should be adviesd noft to epeak to the media on
information? behalf of the water system. Only one person should be designated
& the epokesperson for the water syetem. Only that person ehould
respand to media inquiries. You should establish a process for
respanding to inguiries from your customers and the general public
41, Doyou have & procedure in | Yes« Mo- It ie cificel to be able to receive informsation about suspected
place io receive notification problems with the water at any time and respand to therm quickly.
of a suspected cutbreak of 2 Procedures should be developed in advance with your state
disesse immediately after drinking water primacy agency, lecal health agencies, and your
digcavery by local health local emergency planning commities.
agencies ¥
42 Dovou have s pracedure in | YWess+  Nos Ag aoan &3 possible after & disease outbreak, yeu should notify
place o advise the testing personnel and your lsboratery of the incident. In outbreaks
community of contamination caused by micrabial cantaminants, it is criical to dscover the type
irmmediately after discoverny? of contaminant and ite method of transgedt (water, food, ete. ).
Active testing of yvour water supply will enable your laboratary,
working in conjunction with public health officiale, to deterrmine if
there are any unique {end pascibly lethal | disease onganisme in
WOUr water supphy.
It is crificel to be sble to get the word out to your customers 83 soon
&3 pogeible after discovening a health hazard in your water supghy
In addition to your responsibility to protect public health, you must
algo cormply with the requirements of the Fublic Motificetion Rule
Some girmple metheds include announcements wia redio or
television, door-to-door notification, & phone tree, and posting
natices im public places. The announcement shauld incluede
asccepted uses for the water and advice on where to obtain aafe
drinking water. Call large facilities that have large populations of
people who might be particularly threatened by the outbreak
hospitals, nursing hoemes, the achool district, jails, large pulblic
buildings, and lange companies. Enlist the support of local
emergancy respanse personnel to assist in the effort
43 Da you have a procedure in | Yes-  Mo- It 1= coficel to be able to respond to and quickly identify potental

place ta respond
irmmediataly te a customer
complaint about a new taste
odor, color, or other phiysical
change (oily, filmy, burns an
contact with skin)?

water quality problems reported by customens. Procedures should
be developed in advance to investigate and identify the cause of the
problem, &3 well 2 to alert local health agencies, your state
drinking water primacy agency, and your local emergency planning
committee if you discover a problam.

NMow that pow Save compieted the “Securily Vivnerabiifty Seffdssessment Goide for Small Water Sysfems, " review your nesded aciions and then

griontire thom based on the mosy kefy threats. 4 Table fo assisf yow i priomtiring aclions 5 provided in Affachment 1.




Certification of Completion

A final step in completing the “Security Valnerability SelfAszessment Guide for SBmall Drinking SWate
Systems” is o nofify the state drinking water primacy agency that the assessment has been conducted. Please fill in
the following information and send this page only 1o the approprisie state dnnking water primacy agency confsct so
that this certilication can be included in the records that the state maintains on your water aystem

Public Water
System (PWS) ID:

Svstem Mame:

Address:
Town/City: State:

ZIP Code:
Phone: Fax:

Email:

Person Name:

Title:

Address:

Town/City: State:

ZIP Code:

Phone: Fax:

| centify that the infermation in this valnerability assesment has been completed 1o the best of my knewledge and
that the approprinte parties have been notified of the assessment and recommended steps o be taken 1o enhance the
sacurity of the water system. Furthermore, a copy of the completed assessment will be retained af the public water
systam, ina secure location, for state review as requested

Signed Date

Please send this page only 10 the atbention of the State Drinking Water Primacy Agency.
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